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Microchip Expands its Secure
Authentication IC Portfolio
Six new security-focused products aim to optimize and scale embedded
security across a wide range of industries including IoT, consumer,
industrial and automotive

CHANDLER, Ariz., March 14, 2023 (GLOBE NEWSWIRE) -- Embedded security continues
to be a high priority, and architects need vetted, easy-to-use and cost-optimized security
solutions that are compliant with industry best practices. To provide architects with
comprehensive embedded security solutions, Microchip Technology (Nasdaq: MCHP) today
announces it has expanded its secure authentication device portfolio with six new products
in its CryptoAuthentication™ and CryptoAutomotive™ IC families that meet Common
Criteria Joint Interpretation Library (JIL) High rated secure key storage and support certified
algorithms that comply with the Federal Information Processing Standard (FIPS).

This portfolio of secure authentication devices lowers the barrier to entry and enables
developers of products for new segments and applications to implement trusted
authentication to prevent counterfeiting, improve quality control and safeguard the user
experience. As counterfeits become prevalent across many industries, the need to
implement embedded trust in many designs is critical.

The devices are supported by the Trust Platform Design Suite, a dedicated software tool
used to onboard these ICs with Microchip’s secure key provisioning service. The scalable
service enables cryptographic assets to be provisioned for projects of virtually any size,
ranging from tens of devices to large-scale deployments across a variety of industries such
as consumer and medical disposables, automotive and industrial accessory ecosystems,
wireless charging and data centers.

“Designers of cost-sensitive applications that may have had limited or no secure
authentication, can now add this critical function using these new additions to our security
portfolio,” said Nuri Dagdeviren, corporate vice president of Microchip’s secure computing
business unit. “Microchip remains committed to developing leading-edge, cost-optimized
security products that are versatile for a wide range of end applications.”

Microchip added five new products to its existing portfolio of CryptoAuthentication ICs.
Those ICs are hardware-based secure storage that is intended to keep secret keys hidden
from unauthorized attackers:

ECC204: ECC-P256 signature and Hash-based Message Authentication Code
(HMAC)
ECC206: Two-pin parasitic power, ECC-P256 signature and HMAC
SHA104: Client SHA256 MAC
SHA105: Host SHA256 CheckMAC
SHA106: Two-pin parasitic power and client SHA256 MAC

https://www.globenewswire.com/Tracker?data=iiQsK7kcVcqK4gSg61HmQGnsR8-xaSV-aLUUw7d7v4oolGvACBzgtaiRq-OMGZhvlQ05JVhTClpjJuy082LVAtucNfpOR6cFHsELVpT_BZ14OKB_XzXdLgQTu5lQBHaeUFdWGJ4_MsFaj4UgAa0qRCX3smQHHU288VCEpOPpUvQ4RR82d0YGF9--myD3ukpY
https://www.globenewswire.com/Tracker?data=iiQsK7kcVcqK4gSg61HmQM-6wYMktlVgzHWY3Ot3V1bxSu1TlOP7mFN1n4Vqgmuw_ZV_6WGDiIf86CDY9cPTJIHDhieVnfehnrhjPJwZ4lmEl-Gx8-2K5mpmC0MTZJyWVh-hE28xqyY95kbVs9zN7b0n1RYeYZm_ntrq5LTSrXmY-l2XXs9z_sBZCR0E1Gs5
https://www.microchip.com/en-us/product/ecc204
https://www.microchip.com/en-us/product/ecc206
https://www.microchip.com/en-us/product/sha104
https://www.microchip.com/en-us/product/sha105
https://www.microchip.com/en-us/product/sha106


The sixth new device is designed for the automotive market. The TA010 with ECC signature
and HMAC is an AEC-Q100 Grade 1-qualified CryptoAutomotive IC that enables OEMs to
implement secure authentication into their design without requiring costly modifications and
to meet security requirements for future generations of their vehicles.

Microchip’s security products are compatible with any microprocessor (MPU) or
microcontroller (MCU) and can be used as companion devices to Microchip’s AVR® MCUs
and Arm® core-based MPUs and MCUs. These secure authentication ICs provide customers
with a versatile solution that adheres to evolving industry standards and practices.

Development Tools

The new secure authentication ICs are supported by Microchip’s Trust Platform Design
Suite, MPLAB® X Integrated Development Environment (IDE), product-specific
evaluation boards and CryptoAuthLib library support.

Availability

All products in the new security portfolio are currently sampling or in production. For more
information, visit the CryptoAuthentication IC or CryptoAutomotive IC web pages. To
purchase these devices, contact a Microchip sales representative, authorized worldwide
distributor or Microchip’s Purchasing and Client Services website,
www.microchipDIRECT.com.
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About Microchip Technology
Microchip Technology Inc. is a leading provider of smart connected and secure embedded
control solutions. Its easy-to-use development tools and comprehensive product portfolio
enable customers to create optimal designs which reduce risk while lowering total system
cost and time to market. The company’s solutions serve more than 120,000 customers
across the industrial, automotive, consumer, aerospace and defense, communications and
computing markets. Headquartered in Chandler, Arizona, Microchip offers outstanding
technical support along with dependable delivery and quality. For more information, visit the
Microchip website at www.microchip.com.

Note: The Microchip name and logo, the Microchip logo, AVR and MPLAB are registered
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.
CryptoAuthentication and CryptoAutomotive are trademarks of Microchip in the U.S.A. and
all other countries. All other trademarks mentioned herein are the property of their respective
companies.
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