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Microchip Expands Security Services in
the Trust Platform to Help Manufacturers
Meet Cybersecurity Regulations
TA101 TrustFLEX and TA101 TrustMANAGER combine factory- or in-field
provisioned secure authentication ICs with scalable FOTA and
cryptographic key management services for industrial and automotive
systems

CHANDLER, Ariz., March 10, 2026 (GLOBE NEWSWIRE) -- As cybersecurity regulations
tighten worldwide, product manufacturers must embed security from the outset to meet
compliance. To help developers address emerging requirements such as the EU Cyber
Resilience Act (CRA), industrial and automotive cybersecurity standards, Microchip
Technology (Nasdaq: MCHP) has expanded its Trust Platform with the TA101 TrustFLEX
secure authentication integrated circuit (IC) and the TA101 TrustMANAGER with
keySTREAM® service from Kudelski Labs.

Designed for products subject to CRA legislation as well as developers building software-
defined vehicle (SDV) architectures, TA101 Trust Platform devices support multiple
deployment models. For companies with an existing cloud infrastructure capable of securely
managing cryptographic keys and firmware at scale, the platform integrates factory
pre‑configured TrustFLEX secure authentication ICs. For companies without such
infrastructure, the TrustMANAGER platform provides cloud‑based cryptographic key lifecycle
management and firmware‑over‑the‑air (FOTA) update services. This integrated approach
gives customers a choice in how to address stringent security requirements while
significantly reducing implementation complexity.

For industrial applications, the Trust Platform helps support International Electrotechnical
Commission (IEC) 62443 standards and CRA compliance with PKI-based authentication,
securely authenticated communications, centralized security, lifecycle management and
authenticated firmware updates.
Additionally, Microchip’s in-factory or in-field provisioning services help streamline conformity
assessments and technical documentation.

“Security requirements are expanding rapidly, presenting developers with significant
challenges in complexity of implementing cryptographic key management and secure
updates,” said Nuri Dagdeviren, corporate vice president of Microchip’s secure computing
group. “At Microchip, we believe security can facilitate innovation, not slow it down. Our
Trust Platform simplifies the security lifecycle and enables easy integration, helping
customers bring products to market faster and with confidence.”

The TA101 TrustFLEX (TA101-TFLXTLS) IC is preconfigured at the factory for common
security use cases that help enable rapid, hardware-based authentication without designing

https://www.microchip.com/en-us/products/security/trust-platform/tpds


cryptographic configurations from scratch. This approach is designed to reduce development
time, ease documentation efforts and lessen security risks compared to manually configured
security ICs. The secure provisioning of keys happens at Microchip’s certified factories
following Common Criteria practices.

The TA101 TrustMANAGER (TA101-TMNGTLS) enables remote configurability and
management of cryptographic keys throughout the product lifecycle. Integrated with the
Kudelski keySTREAM Software-as-a-Service (SaaS) platform, TrustMANAGER supports
secure in-field provisioning, monitoring, key revocation, code signing and FOTA updates. In
automotive applications, the TA101-TMNGTLS supports software-defined vehicle
architectures because it is designed to provide scalable, secure FOTA and key management
to help confirm that only authenticated software and commands are accepted by electronic
control units (ECUs). This supports compliance with International Organization for
Standardization (ISO)/Society of Automotive Engineering (SAE) 21434 standards and United
Nations Economic Commission for Europe (UNECE) WP.29 automotive cybersecurity
regulations by providing controls for mitigating cybersecurity risks.

Together, TA101-TFLXTLS and TA101‑TMNGTLS are designed to establish a continuous,
hardware‑rooted chain of trust from manufacturing through deployment and in-field
operation, helping customers accelerate compliance‑ready product development across
industrial and automotive markets. Visit the website to learn more about Microchip’s
comprehensive Security Platforms and Services.

Development Tools
The TA101-TFLXTLS and TA101-TMNGTLS are compatible with the MPLAB® X Integrated
Development Environment (IDE) and supported by Microchip’s CryptoAuth PRO
development board (EV89U05A) and the CryptoAuthLib software library. Microchip’s
Trust Platform Design Suite (TPDS) streamlines onboarding for security solutions by
providing training, prototyping tools and secure provisioning access.

Pricing and Availability
TA101 TrustFLEX and TA101 TrustMANAGER are currently available as part of Microchip’s
early adopter program. For more information, contact a Microchip sales representative or
authorized worldwide distributor.

Resources
High-res images available through Flickr or editorial contact (feel free to publish):

Application image:
https://www.flickr.com/photos/microchiptechnology/55125858892/sizes/o/
A video on provisioning with TrustFLEX or TrustMANAGER is available through
YouTube (feel free to post): https://www.microchip.com/en-us/about/media-
center/videos/gyXCBc-w7Xw

About Microchip Technology:
Microchip Technology Inc. is a broadline supplier of semiconductors committed to making
innovative design easier through total system solutions that address critical challenges at the
intersection of emerging technologies and durable end markets. Its easy-to-use
development tools and comprehensive product portfolio supports customers throughout the
design process, from concept to completion. Headquartered in Chandler, Arizona, Microchip
offers outstanding technical support and delivers solutions across the industrial, automotive,
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consumer, aerospace and defense, communications and computing markets. For more
information, visit the Microchip website at www.microchip.com. 

Note: The Microchip name and logo, the Microchip logo and MPLAB are registered
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries. All other
trademarks mentioned herein are the property of their respective companies.
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